Abstract
Introduction
Internet traffic classification is to associate the observed traffic with a specific application, and the classification results are used for profiling network usage and controlling the traffic under institutional policies etc [1] . The demand for bandwidth management methods that optimize network performance and provide QoS guarantees has increased substantially in recent years [2] . Therefore, network traffic classification plays important roles in many areas such as traffic engineering, QoS, and intrusion detection etc.
Internet traffic classification could be easily implemented by reading port numbers in the early Internet [3] . This method is no longer valid because of the inaccuracy and incompleteness of its classification results. Several payload-based analysis techniques have been proposed to inspect the packets payload searching for specific signatures [4] . Although this solution does can achieve high classification accuracy, it can't work with encrypted traffic or newly P2P applications [5] . At the same time, traffic classification method based on flow statistics shows effective performance in this field. Substantial attention has been invested in data mining techniques and machine learning algorithms using flow features for traffic classification.
While traffic classification methods based on flow statistics offer various degrees of successes, there are two challenges in identifying encrypted applications using flow properties. First, different flows in the same application may have different flow statistics, since encrypted applications are usually complicated. For example, in the encrypted P2P file-sharing applications, some flows are used to get peer information, other flows are to negotiate between peers, and other flows are involved in the actual file transfer. These various kinds of flows have different statistical properties and even different transport protocols. Second, some flows in the given application do not have obvious and specific flow statistics. If we only look at per-flow statistics, these flows are very similar to some flows in other applications.
To address the above-mentioned problems, we take two aspects to improve the accuracy and speed of this method for network traffic classification. 1) Observing statistics of individual flows, we build IP flow profile for a given application, which describe the communication patterns of this application. 2) We use source-destination IP pairs and connection characteristics to classify the traffic with high accuracy and faster computational time.
The remainder of this paper is structured as follows. Related work is represented in Section 2. Section 3 discusses the host behavior frame of traffic classification in detail. Section 4 illustrates how
Related Work
The field of Internet traffic classification has received continuous interest. In the early Internet, traffic classification relied on the use of transport layer port numbers, typically registered with IANA to represent a well-known application [6] . But this approach is often inaccurate, due to the dramatic increase in network applications using random ports or in tunneling through HTTP.
In order to deal with the disadvantages of the above method, payload-based classification method is proposed to inspect the packet payload. Payload-based classifiers rely on the application specific signatures in the payloads, but they need highly computational costs [7] . After early work showed the value of payload signatures in traffic classification, others have proposed automated ways to identify such signatures, while they evaluated the automated schemes only on conventional applications such as FTP, SMTP, HTTP, HTTPS, DNS, and SSH, not on newer applications such as P2P, Games, and Streaming [8] [9] [10] .
Machine learning technique which is a powerful tool in data separation in many disciplines aims to classify data based on either a priori knowledge or statistical information extracted from raw dataset.
The branch that appears to solve the limitations of the network traffic classification methods is flow statistics analysis based on machine learning (ML) [11] [12] [13] [14] [15] [16] [17] [18] . Nguyen et al. [11] provided context and motivation for the application of ML techniques to IP traffic classification, and reviewed some significant works. Machine learning algorithms are generally divided into supervised learning and unsupervised learning. Unsupervised learning essentially clusters flows with similar characteristics together [12] [13] [14] . Supervised learning requires training data to be labeled in advance and produces a model that fits the training data [15] [16] [17] [18] .
Host Behavior

Host behavior description for application
The basic insight exploited by our method is that interactions between network hosts display diverse patterns across the various application types. We model each application by capturing its interactions through empirically derived signatures. We visually capture these signatures using graph that reflect the most common behavior for a particular application. A sample of application graph is presented in Figure 1 . Each graph captures the relationship between the use of source and destination ports, the relative cardinality of the sets of unique destination ports and IPs as well as the magnitude of these sets.
In our view, each graph for network traffic application has four factors corresponding to the 4-tuple (source IP, destination IP, source port and destination port). Figure 1 (a) presents a mail server supporting IMAP, POP, and SMTP, while also acting as a DNS server. Figure 1 (b) displays a typical P2P application where a host scans the address space to identify vulnerability at a particular destination port. In such cases, the source host may or may not use different source ports, but such attacks can be identified by the large number of flows destined to a given destination port. In some cases, hosts offering services on certain ports exhibit similar behavior. For instance, P2P, VoIP, and games all result in the similar type of graph which is illustrated in Figure 1 
IP flow profile based on host behavior
We now describe our proposed IP flow profile. Our heuristics are based on observing connection patterns of source and destination IPs. While some of these patterns are not unique to hosts, examining the flow history of IPs can help eliminate false positives and reveal distinctive features. We employ two main heuristics that examine the behavior of two different types of pairs of flow keys. The first examines source-destination IP pairs that use both TCP and UDP to transfer data (TCP/UDP heuristic). The second is based on how host peers connect to each other by studying connection characteristics of {IP, port} pairs.
TCP/UDP heuristic identifies source-destination IP pairs that use both TCP and UDP transport protocols. To identify P2P hosts we can thus look for pairs of source-destination hosts that use both transport protocols TCP and UDP. Six out of nine analyzed P2P protocols use both TCP and UDP as layer-4 transport protocols. These protocols include Xunlei, PPlive, PPStream, BitTorrent, Kougou and eDonkey. Generally, control traffic, queries and query-replies use UDP, and actual data transfers use TCP. While concurrent usage of both TCP and UDP is definitely typical for the aforementioned P2P protocols, it is also used for other application layer protocols such as DNS or streaming media. To determine non-P2P applications in our traces that use both transport protocols, we examined all sourcedestination host pairs for which both TCP and UDP flows exist. In summary, if a source-destination IP pair concurrently uses both TCP and UDP as transport protocols, we consider this flow as P2P flow or Game.
{IP, port} heuristic is based on monitoring connection patterns of {IP, port} pairs. Since the lawsuit against Napster, the prevalence of centralized P2P networks has decreased dramatically, and distributed or hybrid P2P networks have emerged. To connect to these distributed networks, each P2P client maintains a starting host cache. This pool of hosts facilitates the initial connection of the new peer to the existing P2P network. While in first-generation P2P networks the listening port was well-defined and specific to each network, simplifying P2P traffic classification, newer versions of all P2P clients allow the user to configure a random port number. The super peer must propagate this information, mainly the {IP, port} pair of the new host A, to the rest of the network. This {IP, port} pair is essentially the new host's ID, which other peers need to use to connect to it. In summary, when a P2P host initiates either a TCP or a UDP connection to peer, the destination port will also be the advertised listening port of host, and the source port will be an ephemeral random port chosen by the client.
Encrypted Internet Traffic Classification Method based on Host Behavior
In this section, we propose encrypted Internet traffic classification method based on host behavior. Internet traffic classification schemes operate on the notion of network flows. A flow is defined to be as a series of packet exchanges between two hosts, identifiable by the 5-tuple (source address, source port, destination address, destination port, transport protocol), with flow termination determined by an assumed timeout or by distinct flow termination semantics. For each flow, network monitors can record statistics such as source-destination IP pairs and connection characteristics.
As illustrated in Figure 2 , network capture function is responsible for collection of all the needed information. According to flow information from flow behavior preprocessing module, flow behavior is computed in terms of each selected feature and stored them to the corresponding database when reaching some milestone. Then, classifier model which classifies the traffic according to host behavior is to implement network traffic classification. Eventually, the classification output would be applied to network activities such as network surveillance and QoS. 
Experimental Results and Analysis
Empirical traces
This subsection describes the empirical traces in our work. Moore_Set was collected from the experiment of Pro. Moore from Cambridge University. Univetsity_Set was collected from Nanjing University of Posts and Telecommunications. To simplify the presentation, we group the applications by category. For example, the P2P category includes all identified P2P traffic from protocols including PPlive, PPstream, BitTorrent, Gnutella, Xunlei and KaZaA.
Moore_Set trace consists of bidirectional network traffic of some biological research institute during 0 to 24 o'clock on Aug 20th, 2003. We extract 10 subsets with an average sampling time of 1680s to form our dataset, which contains 377526 samples of network flow. These samples are divided into 10 types. The application names of each type and the quality as well as the respective proportion of each network flow are shown in Table 1 . Each network flow sample of Moore Set is derived from a complete bidirectional TCP flow and contains 248 attributes, among which the first and second attributes are port numbers of source and destination respectively.
To facilitate our work, we collect traces in all academic units and laboratories on the campus from the Internet gateway of Nanjing University of Posts and Telecommunications. Univetsity_Set was collected over a span of six months from April 10, 2009 to October 10, 2009. Table 2 summarizes the applications found in the 40 1-hour Campus traces. On the campus network, HTTP and DATABASE traffic contribute a significant portion of the total flows. P2P application also accounts for a considerable portion, approximately 42.14%. 
Evaluation metrics
To measure the performance of our proposed method, we use three metrics: accuracy, precision and recall. In this paper, TP, FP, and FN are the numbers of true positives, false positives, and false negatives, respectively. True Positives is the number of correctly classified flows, False Positives is the number of flows falsely ascribed to a given application, and False Negatives is the number of flows from a given application that are falsely labeled as another application.
Accuracy is the ratio of the sum of all True Positives to the sum of all the True Positives and False Positives for all classes. We apply this metric to measure the accuracy of a classifier on the whole trace set. The latter two metrics are to evaluate the quality of classification results for each application class. 
Comparing performance among different technology
We compare classification accuracy of encrypted traffic classification method based on host behavior with the other classification approaches solely based on port-based approach and payloadbased approach and machine learning-based using SVM. For our experiments, we classify network traffic using flows from Moore_Set. As illustrated in Table 3 , we can see that the classification precision which uses port-based methods to classify network traffic is 76.24%, 61.54% for WWW and P2P application respectively. At the same time, the classification precision which extracts payload signatures to identify specific protocol by payload-based approach is 81.22%, 68.75% for WWW and P2P application respectively. In addition, in order to classify network traffic, we choose the machine learning method using C4.5 which has 92.44%, 79.97% for WWW and P2P application respectively. Finally, we construct our encrypted traffic classification method based on host behavior to classify Internet traffic using Moore_Set, we get 97.64% and 85.54% for WWW and P2P application respectively. Compared with the other classification approaches, this method proposed in the paper can achieve higher overall accuracy.
We calculate computational performance such as computational time, memory and accuracy through the experiments among different approaches using University_Set. We can find that the encrypted traffic classification method based on host behavior is able to greatly improve the accuracy, while only minimally impacting computational time and memory. The computational performance for different approaches is demonstrated in Table 4 . 
Classifying encrypted Skype from P2P traffic
To address the above-mentioned encrypted problems by exploring host behavior pattern traffic, we mainly focus on P2P traffic classification which is the most challenging problem in Internet traffic classification. Skype is an encrypted P2P VoIP network which has the similar characteristic with the Xunlei, PPlive, PPStream, BitTorrent, Kougou and eDonkey. The purpose of this subsection is to verify whether the proposed method is robust or flexible enough to detect encrypted Skype traffic from P2P traffic. We choose the P2P applications from 29 different applications identified in the University_Set to test our classification method. The main applications in our experiments include Xunlei, PPlive, PPStream, BitTorrent, Kougou, eDonkey and unkonwn P2P. Table 5 shows statistics of P2P flow from University_Set. With the method proposed in this paper, the results in Figure 3 show that Skype precision and recall in University_Set are 94.51% and 83.63% respectively, which indicates that Skype can be effectively identified. Specifically, the experimental results show that precision and recall is 94.81% and 83.26% for Kougou application respectively. At the same time, the average identification accuracy of unknown P2P traffic is 86.28%, which indicates that the methods can classify unknown P2P traffic with considerable accuracy. Thus the methods are robust enough to classify Skype traffic based on the fact that the P2P applications share the similar characteristics of peer behavior, connection feature and transportation statistics. 
Conclusions
As many newly-emerged encrypted applications use dynamic port numbers and masquerading techniques, it causes the most challenging problem in network traffic classification. One of the challenging issues for existing classification methods is that they can't classify encrypted traffic. In this paper, we propose an encrypted traffic classification method based on host behavior, which is implemented by collecting source-destination IP pairs and connection characteristics. Experiment results illustrate encrypted traffic identification methodology can meet the key criteria, such as low complexity, high accuracy and robustness to provide QoS guarantees according to all kinds of Internet application.
